UY BAN NHAN DAN TiNH SON LA
TRUONG CAO PANG SON LA

SO TAY HUONG DAN
KY NANG SU DUNG
MANG XA HOI AN TOAN

DANH CHO HOC SINH, SINH VIEN




LOT MO PAU

Trong thoi dai cong nghé s6, mang xa hdi da trd thanh
moét phan khéng thé thiéu trong ddi séng hang ngay cla
hoc sinh, sinh vién. Day la khong gian ma&, noi cac ban co
thé hoc tap, két ndi, chia sé va thé hién ban than. Tuy
nhién, di cung véi nhirng loi ich 1a khdng it rii ro tiém an
nhu Itra dao truc tuyén, xam hai quyén riéng tw, bat nat
mang hay tiép can thong tin sai léch.

V&i mong mudn trang bi cho cac ban hoc sinh, sinh
vién nhirng kién thirc va ki ndng can thiét dé s dung
mang xa hdi mot cach an toan, hitu ich va co trach nhiém,
chung t6i d3 tié€n hanh xay dwng SO tay hudng dan k¥
nang s dung mang xa hdi an toan gom 3 phan:

e Phan 1: Téng quan vé mang xa hoi
e Phan 2: K{y ndng stir dung mang x3 hoéi an toan
e Phan 3: Nhitng |&i khuyén va cam két

Hy vong so tay s& la nguwdi ban déng hanh tin cay, gidp
cac ban hoc sinh, sinh vién khdng chi bao vé ban than ma
con gép phan xay dwng mot moi trwong mang tich cue,
lanh manh va an toan hon cho tat ca moi nguoi.




PHAN 1
TONG QUAN
VE MANG XA HOI
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MANG XA HOI LA G

Mang xa hoi la nén tang truc tuyén cho phép
nguwdi dung tao ho so’ ca nhan, két noi, giao tiép
va chia sé thong tin v&@i nhau thong qua internet

Vi du: Facebook, TikTok, Instagram, Zalo, X,
YouTube...




LOT iCH CUA
MANG XA HOI

= HO tro’ hoc tap va chia sé
kién thirc

» Giao tiép va két ndi xa hoi

» Phat trién k{ nang ca nhéan

= Cap nhat thong tin nhanh
chong

= Giai tri va giam cing thang

RUI RO KHI SU' DUNG

= Mat an toan thong tin va MANG XA HOI
xam pham quyén riéng tw

= Ti€p can ndi dung sai léch,
doc hai

= Bj quay réi va bat nat qua
mang

= Nghién mang xa hoi va
giam hiéu suat hoc tap

= Anh huédng sirc khde thé
chat, tam ly

= Giam kha nang giao tiép
trong thuc té




PHAN 2
KY NANG SU DUNG
MANG XA HOI AN TOAN




BAO MAT TONG TIN CA NHAN

VA QUYEN RIENG TU TREN MANG XA HOI

e D3t mat khau manh, thay d6i mat khau dinh ky
hodc khi c6 bat thuong

e Khong dung mot mat khau cho nhiéu tai khoan

e Khdng chia sé tén dang nhap tai khoan, mat khau,
thong tin ca nhan

e Khi dang nhap vao thiét bj khac can dang xuat sau
khi st dung

e Chinh stra cai dat quyén riéng tu

e Tat dinh vi khi khéng can thiét

e Can trong khi dung Wi-Fi cong cong
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NHAN DIEN CAC THONG TIN

SAI LECH, POC HAI

= Tiéu dé giat gan, gdy soc hoac kich dong

= Thong tin ¢ ngudn goc khdng rd rang, nhiéu 10i
chinh ta, ngtt phap hoac dang bai nhirng nguoi
an danh

= Thong tin mang tinh bao lwc, phan cam, phan
biét doi x&r vé gidi tinh, chang tdc, ton gido...

" Thong tin mang tinh kich dong thu han, chia ré,
chong pha Dang va Nha nudc




U'NG PHO VO1 CAC THONG TIN

SAI LECH, DOC HAI

= Kiém tra ngudn goc thong tin trén cac kénh
chinh théng

= Poc ki ndi dung thay vi chi doc tiéu dé,
khong chia sé khi chwa duwoc xac thuc

= Chan, bdo cdo vi pham trén nén tang mang
xa hoi

= Chup man hinh va lwu lai bang chirng dé bao
cdo vdi thay cd hodc co quan chirc nang




NHAN DIEN CAC

THU DOAN LUA PAO

= Nhan duoc tin nhan hoi vay tién, nhé chuyén tién,
nap the dién thoai tir ban bé trén mang xa hoi

= Nhan dwgc tin nhan thdong bao tring thudng,
nhan qua, hoc béng, tién bac mién phi

= Cic théng tin tuyén dung lam viéc cd yéu cau dat
coc tién

= Moi tham gia vao nhédm x3a hoi dé du do kiém tién
nhanh: dau tv tién 3o, lam nhiém vu online ...

» GUri duong link la va yéu cau truy cap, cung cap
thong tin ca nhan, tai khoan ngan hang
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UNG PHO

vO1 CAC THU POAN LUA PAO

= Xac thuc tin nhan trwdc khi cho vay tién, chuyén tién
hd, nap thé dién thoai

= X6a/ bo qua tin nhan théng bao tring thudng, nhan
qua, hoc bdng, tién bac mién phi

= Xac minh théng tin tuyén dung lam viéc trwdc khi dat
coc tién

= Khéng chia sé mat khau va m3 OTP cho bat ki ai

= Khong click vao duong link Ia

= Khéong tham gia cac hdi nhdm kiém tién nhanh trén
mang xa hoi

= Chan va bdo cdo cac trang, tai khoan gia mao

" Chup lai man hinh va bao

ngay cho thay cd hodc co

quan chirc nang

Canh bdo cho nguoi than,

ban be




GIAO TIEP VAN MINH TREN
MANG XA HOI

» Khong phat ngébn mang tinh kich dong, xuc
pham, ky thi hoac thu dich

= Khong chia sé cac ndi dung bao luc, phan cam

® Tudn thd cac tiéu chudn cdng déng trén cac
nén tang mang x3a hoi

" Gilr thai do binh tinh, ton trong, lich s khi binh
luan trén mang xa hoi




KIEM SOAT THO1 GIAN

SU’ DUNG MANG XA HOI

= Xac dinh muc dich va nhu cau st dung mang
Xa hoi

= D3t gidi han thoi gian cu thé (dudi 2 gio/ngay
la ly twong)

= Khong nén st dung mang xa hdi sau 22 gio

» Thiét 1ap lich trinh ré rang, wu tién hoan thanh
cac cong viéc quan trong

= T3t thong bao khi khong can thiét

" Tang cuvong tham gia cac hoat dong ngoai
khda, thé thao, giao tiép thuc té




KENH HO TR VA BAO CAO
KHI GAP RUI RO TREN
MANG XA HOI

A o

e Ban tu van ho tro hoc sinh sinh vién Truong Cao dang

Son La: 0978.414.317

e Duwong day ndng 113 hodc co quan cdng an noi gan

nhat
e Duwong day ndng Phong An ninh mang va Phong chong

toi pham s dung Coéng nghé cao: 069.219.4053



PHAN 3
NHUNG LO1 KHUYEN
VA CAM KET




nguyén tac vang
khi str dung
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Q Thiét I4p quyén riéng tu cho tai khoan

Q Kiém tra ngudn tin trudc khi chia sé

Q Bdo cdo ndi dung xau, doc trén cac nén
tang mang xa hoi

Q Ludn cip nhat kién thirc vé an toan mang

Tranh tranh cai, ndi loi thu ghét, xuc
pham

Q S& dung mang x3 hoi cé kiém soat



Ban cé quyén tan hudng loi ich tir mang xa hoi,
nhwng ban cling cé trach nhiém bao vé chinh
minh va ton trong nguwoi khac.

HAY TRO THANH NGUOI DUNG
MANG XA HOI THONG MINH,
TICH CUC, TRACH NHIEM

Click vao day dé lam bai trac nghiém
cung cd kién thirc nhé:

https://forms.gle/z2C3rgn66kAsP9aYA #



https://forms.gle/z2C3rqn66kAsP9aYA

